


MySQL % = & 3K T

sudo apt 1install -y mariadb-server mariadb-client

& fTmariadb-server=n¥ i o
A RAUENRTREG T F LIS o

boling@ling-VirtualBox: ~
1BXR(F) RE(E) BR(V) EI(S) KiHHET KBI(H)

boling@ling-VirtualBox:~$ sudo apt install -y mariadb-server mariadb-client

[sudoj passwordl= for bolmg
EERRENAE... =

1%

IE{EuREY%kﬁqé§*4 . 5Ehk
5 [#] EFREREER .

mariadb-client mariadb-server
iR o {8 > F1&eE 2 fB > 1305 o 18> B 180 ERWAR -
BETEH 25.7 k8 HEHE -
IIRERRZE » E21EMA 131 ke BHEEZR o
F&i:1 http://tw.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 mariadb-client all 1:10
.1.38-0ubuntu6.18.04.1 [12.8 kB]
F&i:2 http://tw.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 mariadb-server all 1:10
.1.38-0ubuntu.18.04.1 [12.9 kB]
Eyﬁ 25.7 kB ﬁﬁ'f ofl (169 kB/s)

EN T BEAKENEN mariadb-client ©
(GENERE ... BAIRXRET 162142 BEEEMEE )
Z{EEREY | .. /mariadb-client_1%3a10.1.38-Oubuntu®.18.04.1 all.deb ...
#2B mariadb-client (1:10.1.38-0ubuntu®.18.04.1) =a
BT RAKRENENH mariadb-server ©
L%fﬁﬁgﬁﬁ .../mariadb-server_1%3a10.1.38-0ubuntu®.18.04.1 all.deb ...
B2F8 mariadb-server (1:10.1.38-Oubuntu®.18.04.1) H
% mariadb-client (1:16.1.38-Oubuntu®.18.04.1) ...
% mariadb-server (1:10.1.38-0ubuntu®.18.04.1) ...
boling@ling-VirtualBox:~$ l




MySQL % % & K 2

X EZ % TIREE DS 4B B mariadb -

sudo systemctl stop mariadb.service

"

£ & #7F Fxmariadb

sudo systemctl start mariadb.service

2% Zmariadb e & = B 818 TP p B frds o
sudo systemctl enable mariadb.service
FEzumariadb2_F § & ¥ fadc BE 0T o
sudo systemctl status mariadb.service

boling@ling-VirtualBox:~$ sudo systemctl stop mariadb.service
’ 3 FS 27 boling@ling-VirtualBox systemctl start mariadb.service
%J}_ ’# @ ]F ;;\,r" ‘g :'1 ;‘EJ boling@ling-virtualBox systemctl enable mariadb.service
boling@ling-VirtualBox systemctl status mariadb.service
@nariadb.service - MariaDB 10.1.38 database server
- - - Loaded: loaded (/lib/systemd/system/mariadb.service; enabled; wvendor preset: enabled)
,&rl—ﬁé] Cl ACtlve' aCtlve(runnlng) Active: active (running) since Wed 2819-85-81 21:56:82 CST; 8s ago
- Docs: man:mvsald(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 10417 (mysqgld)
Status: "Taking your SQL requests now..."
Tasks: 27 (limit: 4915)
CGroup: /[system.slice/mariadb.service

L 18417 Jusr/sbin/mysqld

ling-VirtualBox systemd[1]: Starting MariaDB 10.1.38 database server...
ling-VirtualBox mysqld[160417]: 2019-05-01 21:56:02 139720096373888 [Note] /fusr/sbin/my
ling-VirtualBox fetc/mysql/debian-start[10447]: Upgrading MySQL tables if necessary.
ling-virtualBox systemd[1]: Started MariaDB 18.1.38 database server.
ling-VirtualBox /fetc/mysql/debian-start[10451]: [usr/bin/mysql_upgrade: the '--basedir
ling-VirtualBox /fetc/mysql/debian-start[10451]: Looking for 'mysql' as: fusr/bin/mysql
ling-VirtualBox /fetc/mysql/debian-start[10451]: Looking for "'mysqlcheck' as: Jfusr/binf
ling-virtualBox fetc/mysqgl/debian-start[10451]: This installation of MySQL is already
ling-VirtualBox /etc/mysql/debian-start[10459]: Checking for insecure root accounts.
01 21 02 ling-VirtualBox fetc/mysql/debian-start[10463]: Triggering myisam-recover for all MyIS

lines 1-21/21 (END)




MySQL % 2 £ % 2

» @ Mysql< {238 3 F]p 7% 23K Lo
sudo mysgl_secure_installation

Enter current password for root (enter for none):
I[% — =%k 2 3enterTr v o
Set root passwordr)[Y/n] Y boling@ling-VirtualBox:~5 sudo mysql secure_ installation

MOTE: RUMMING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB

€l = - S SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!
[[E_F 2% Troot g o

In order to log into MariaDB to secure it, we'll need the current
NeW password password for the root user. If you've just installed MariaDB, and

you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Iy » A AT A -

Enter current password for root (enter for none):

. 0K, successfully used password, moving on...
Re-enter new password:
Setting the root password ensures that nobody can log inte the MariaDB

:’7\» ﬁ% hN %,J ﬁ"]ﬁ% ~ ﬁq%%%/g% Iroot user without the proper authorisation.

£
Set root password? [Y/m] Y
New password:
Re-enter new password:
Password updated successfully!
Reloading privilege tables..
success!




MySQL % % &7 2% Z_
Remove anonymous users? [Y/n] Y
I3 “,f et e
Disallow root login remotely? [Y/n] Y
[% BFroot: =8 % » o
Remove test database and access to it? [Y/n] n

Remove anonymous users? [Y/n] ¥

//7\ %)1, T ‘«-z\ [e] ..« Success!

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Reload pr|V|Iege tables now? [Y/n] Y

Disallow root login remotely? [Y/n] Y

. Success!
//'éf' \' )\ w‘ qf» FU’J%EE Kz] By default, MariaDB comes with a database named 'test' that anyone can
- ‘ access. This is also intended only for testing, and should be removed

before moving into a production environment.

% 1:1\; J‘/! __} ‘H} MR %é éﬁMariaDBP}ii’Z‘ ° Remove test database and access to it? [¥/n] n

. skipping.

Reloading the privilege tables will ensure that all changes made so far
Wwill take effect immediately.

Reload privilege tables now? [Y/n] Y
. Success!

Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!
boling@ling-VirtualBox:~5% sudo systemctl restart mariadb.service




sudo mysqgl -u root —p

flFude g * 5 ~ >rootit & & * LA -pRom HAB DS EA%
AR BB DT UE Repiidkenterd- g BT - R LR H
o I P Fr ALk o

boling@ling-VirtualBox:~$ sudo mysgl -u root -p
Enter password:
elcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 31
Server version: 10.1.38-MariaDB-0Oubuntu©.18.04.1 Ubuntu 18.04

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '"\h' for help. Type '"\c' to clear the current input statement.




2 FRR-1

%7&@§ﬁ$?ﬁ%ﬁ@% Flet MR LR 2 - R o
create database securitytest;

[IF73 — i % v securitytest (hF L E o
show databases;

B 7 #6F FHRE TR FERFERE -
MariaDB [(none)]> create database securitytest;
Query OK, 1 row affected (0.00 sec)

MariaDB [(none)]> show databases;

information_schema |
mysql |
performance schema |
securitytest |

rows in set (0.00 sec)




i2 2 TR -2

use securitytest;

//1& * securitytest

Bipztedg 4 e B FTARERE - 2# 7 ¢# 5] > JimDatabase
changed i # © %5 = 7 35 T fsecuritytest i & T # i% o

MariaDB [(none)]> use securitytest;

Database changed
MariaDB [securitytest]=




= 41 4 (CREATE
TABLES)

/I * securitytest FALE (FAL A 4 st = At d ¢ ) o

use securitytest;
IFE = FR 2T 2 XY F ¢ 9T% & i 23] i o
create table studata(
stu_Id varchar(5) not null default ‘00000,
stu_Name varchar(20) not null default ",
stu_Sex varchar(2) default 'M', |
- MariaDB [securitytest]> create table studata(
stu Te| varchar(lO) -> stu_Id varchar(5) not null default 'G6e86',

= stu _Name varchar(20) not null default '',

- - ' -> stu_Sex varchar(2) default 'M',
stu_Mail varchar(50) default ‘unknow’, ueeielnselrives

> stu Mail varchar(50) default 'unknow',

primary key(stu_ld)); primary key(stu Id));

Query OK, 0 rows affected (0.04 sec)




W 4. 7 42 4 (DESCRIBE
TABLES)

show tables;

Fesirid 2 et & B3 &% o
describe studata;

[1%g 7+ bk #72& = estudata 4L £ % 1‘%& o

MariaDB [securitytest]= show tables;

1 row in set (0.00 sec)

MariaDB [securitytest]= describe studata;

varchar(5s)
stu_Mame varchar(ze)
stu Sex varchar(2)
stu Tel varchar(18)
stu Mail varchar(s0)

rows in set (0.00 sec)




/

v

pi*%% 74 % (DROP TABLES)

-

BT FERE TR A AR o AT i R A 2 - B S hellolinux eh At £ o
create table hellolinux(user_ID int not null default '000');

MariaDB [securitytest]> create table hellolinux(user_ ID int not null default '@00');

Query 0K, ® rows affected (0.06 sec)

FT R * drop tablesenE i G IR TR & s (T o

drop tables hellolinux; MariaDB [securitytest]> drop tables hellolinux;
] . Query OK, 0 rows affected (0.05 sec)

/¥ 1% hellolinux e A+ 2 o

MariaDB [securitytest]= show tables;

show tables;

IFEZ28_F =5 o

1 row in set (0.00 sec)

10



A}

A7 B R (INSERT)

TH Z £ FH I studataF AL A P o

She

insert into studata values
(1,'Jack’,'M','0975730800',' nptul23@mail.nptu.edu.tw),

(2,'Cindy','F',null,'cindy900@mail.nptu.edu.tw'),
(3,'David',default,0978654334,'abc123@mail.nptu.edu.tw’);

MariaDB [securitytest]= insert into studata values
(1,'Jack','M',"'8975730880"', 'nptul23@mail.nptu.edu.tw'),

(2,'Cilnay',"'F',null, 'cinay900@mail.nptu.edu.tw'),

(3, 'David’ ,default,0978654334, 'abc123@mail.nptu.edu.tw');

Query 0K, 3 rows affected (0.00 sec)
Records: 3 Duplicates: ®@ Warnings: ©

11



& o1 7 A (SELECT)

select * from studata;

| @975730800 | nptul23@mail.nptu.edu.tw
| MULL cindy900@mail.nptu.edu.tw |
| 978654334 abci123@mail.nptu.edu.tw

Studatap 2 S5 HE P Stu_Sextf 23K F TR K
T MLE JEvinsert TR ¢ g o~ default %zrr‘a’i =

ball
=
|
‘_1\
2
i<
I
Y
|
F_k
-3:\.
als

Lol F oREF-L2F= i?‘n‘imstu Tel. £ B » ¥ % I Tinsertpd ;2
FRFRE Y EIIE() ¢ FT TR AT P - Ry F o

12



¢ 4 (UPDATE)

3 sestudata®opl & ¢ ehstu_Tel 4 3k > 4 stu_ldff =& % 3pFstu_Tel=
0978654334 -

update studata
set stu_Tel ='0978654334" where stu_1d=3;

select * from studata;
FE 2 F 3 = 7 g srenFfd o

MariaDB [securitytest]= update studata

-» set stu Tel ='0978654334' where stu Id=3;
Query OK, 1 row affected (0.03 sec)
Rows matched: 1 Changed: 1 Warnings: ©

MariaDB [securitytest]= select * from studata;
e e Fmmmmm e e m e - e i +

stu Name | stu Sex | stu Tel | stu Mail

| ©@975730800 | nptul23@mail.nptu.edu.tw

|

+

|

| Ci | NULL | cindy200@mail.nptu.edu.tw |
| | 8978654334 | abci23@mail.nptu.edu.tw

+

3 rows in set (0.00 sec)

13



2 -,

B LiE Zstu_score Rl & T ATH T L F R ITA
Stepl. create table stu_score(
stu_Id varchar(5) not null default '00000',
english int, '

math int,
L varchar(5) | NO
- - english int(11) YES NULL
chinese int, math int(11) . NULL

chinese int({11) MULL

primary key(stu_Id));

|
|
|
+
)

et (0.80 sec
Step2. insert into stu_score values

(1,65,70,55),
(2,94,49,74),
(3,83,58,76),
(4,65,92,46);

rows in set (0.00 sec)

+ ———— + — +




7T P (TRUNCATE)-2

select * from stu_score;
1% 7 T 2 eh gt o
truncate table stu_score;

i Ftd o e T e
select * from stu_score;
[ S /ﬁ T °

MariaDB [securitytest]= select * from stu score;

rows in set (0.00 sec)

MariaDB [securitytest]> truncate table stu score;
Query OK, 0 rows affected (0.11 sec)

MariaDB [securitytest]= select * from stu score;
Empty set (0.01 sec)

15



> 4Ll B (ORDER BY)

select * from studata order by stu_Name desc;
//[stu_Name d ASCIIE it~ 3|/ #F o
select * from studata order by stu_Name asc;
//[stu_Name ¢ ASCIIE ] 3] < 2 F o

MariaDB [securitytest]> select * from studata order by stu Name desc;

0975730800 | nptul23@mail.nptu.edu.tw
0978654334 | abcl23@mail.nptu.edu.tw

NULL | cindy900@mail.nptu.edu.tw |

3 rows in set (90.00 sec)

MariaDB [securitytest]= select * from studata order by stu Name asc;

NULL | cindy9206@mail.nptu.edu.tw |

0978654334 | abcl23@mail.nptu.edu.tw
0975730800 | nptul23@mail.nptu.edu.tw

3 rows in set (0.00 sec)

16



PR A RTH W

alter table studata add column updatetime timestamp default

current_timestamp on update current_timestamp;
/1373 updatetime #f = 1% 5 % & T AL { ATPFR o

MariaDB [securitytest]= alter table studata add column updatetime timestamp default current timestamp
on update current_timestamp;

Query 0K, 0@ rows affected (0.11 sec)
Records: ® Duplicates: @ Warnings: 0

select * from studata;
IFE3n A% § = = ArHfupdatetime #f = > ¥ ¥ & 5 FHL o

9975730800 | nptul23@mail.nptu.edu.tw 2019-05-01 23:06:47

WULL | cindy9@@@mail.nptu.edu.tw 2019-05-01 23:06:47
0978654334 abc123@mail.nptu.edu. tw 2019-65-01

3 rows in set (0.01 sec)




-1

® 7T R g L ATHESCOred i * o

alter table studata add column score int;

/1773 4§ i=-score>tstudata g AL % ¢ o

update studata set score=46 where stu_ld=1;

[IFTH FR g 21y ¢ o

update studata set score=94 where stu_ld=2;

IIFTH g 425 ¢ o

update studata set score=81 where stu_ld=3. _______ __ ___
//;Tﬁa’ Jla- 8 4 3 Records: "o buplicates: o Marainge: o

>
;@
“Sb-

O
MariaDB [securitytest]> update studata set score=46 where stu_Id=1;
Query 0K, 1 row affected (0.02 sec)
Rows matched: 1 Changed: 1 Warnings: @

MariaDB [securitytest]> update studata set score=94 where stu_Id=2;
Query 0K, 1 row affected (0.03 sec)
Rows matched: 1 Changed: 1 Warnings: ©

MariaDB [securitytest]> update studata set score=81 where stu_Id=3;
Query OK, 1 row affected (0.00 sec)
Rows matched: 1 Changed: 1 Warnings: @

MariaDB [securitytest]> select * from studata;

| NULL | cindy90e@mail.nptu.edu.tw | 2019-05-01 23:09:15 |
| 8978654334 | abc123@mail.nptu.edu.tw | 2019-85-01 23:09:24 |

3 rows in set (0.00 sec)



FE S He-2

select [ i€ * e fic( %% 1 )] as [+ i &= &4 from [F 42 % £ 4£),
select count(*) as '3 #c',

max(score) as '#x § 4 Hc

min(score) as '# i« & #c,

avg(score) as '-T 35 4 #Hc',

sum(score) as '3 4 ' from studata;
*count-->3+ B TR B E > max-->3% i R AL B < B min--> A R Ec)

B> avg-->1F RT3 E > sum-->H = FOR B i e o

MariaDB [securitytest]= qelect ccunt{*} as 'J&['
max({score) as ' %
min(score) as '
avg(score) as '
sum(score) as '

1 row in set (0.00 sec)

19



/

2 3 & T F €4

Stepl. z& = stu_scoreFsit & T A (S §or g ig * o
create table stu_score(
stu_Id varchar(5) not null default ‘00000,
english int, b

math Int, 3 varchar(5s)
i i english int{11) S MULL
chinese int, math int(11) s NULL

chinese int(11) S MULL

primary key(stu_Id));
Step2. #73# 7 & F 3L 1 stu_score -
Insert into stu_score values
(1,65,70,55),
(2,94,49,74),
(3,83,58,76),
(4,65,92,46);

rows in set (0.00 sec)

 ————+ — +




+ AR EFH R E

1=

select * from 3L £ 1, L & 2;

select * from studata,stu_score;
/It p5 B o7 A1 A i 3542 4 (Studata ~ stu_score) s T 4t » ko F AL T AL B

B R ALl TARFFT A A 2q00F FTAHL o

0975730800 | nptul23@mail.nptu.edu.tw
NULL cindy900@mail.nptu.edu.tw
0978654334 | abc123@mail.nptu.edu.tw

0975730800 | nptul23@mail.nptu.edu.tw
NULL cindy900@mail.nptu.edu.tw

0978654334 | abc123@mail.nptu.edu.tw
0975730800 | nptul23@mail.nptu.edu.tw
NULL cindy900@mail.nptu.edu.tw
0978654334 | abc123@mail.nptu.edu.tw
0975730800 | nptul23@mail.nptu.edu.tw
NULL cindy900@mail.nptu.edu.tw
0978654334 | abc123@mail.nptu.edu.tw

set (0.00 sec)

21




% & & (Equi-Join)

select * from 75 £ 1,7 % 2 where % 2
select * from studata,stu_score where studata.stu_ld=stu_score.stu_Id;

i [securitytest]> select * from studata,stu score where studata.stu Id=stu score.stu Id;
i T TR $ommmmmmmme LT T R e - R H------ R +

| updatetime | score | stu Id | english | math | chinese |

| stu Id | stu Name | stu Sex | stu Tel | stu Mail
65 | 70 |

94 | 49 | 74 |
83 | 58] 76 |

| ©975730808 | nptul23@mail.nptu.edu.tw | 2019-85-81 23:09:02 |
| NULL | cindy900@mail.nptu.edu.tw | 2019-05-01 23:09:15
| 0978654334 | abci23@mail.nptu.edu.tw | 2019-85-81 23:09:24 |

3 rows in set (0.00 sec)

22




2 AL 3
ER 7h 1 /E: =
o Lang

select * from 73 % 1 left outer join T £ 2 on 3ok & LI = ]=F 4L & 2.[# =]
select * from studata left outer join stu_score on studata.stu ld=stu score.stu Id;

| 8975730800 | nptul23@mail.nptu.edu.tw | 2019-85-81 23:09:02 | 46 | 1

| NULL | cindy908@mail.nptu.edu.tw | 2019-05-81 23:09:15 | 94 | 2
| ©978654334 | abc123@mail.nptu.edu. tw | 2019-85-81 23:09:24 |

D) G (o
o LUFIRNL

select * from 33 % 1right join F L & 2 on 3k & LW =]=F 4L % 2.[# =];
select * from studata right join stu_score on studata.stu_ld=stu_score.stu_Id;

MariaDB [securitytest]= select * from studata right join stu_score on studata.stu Id=stu_score.stu_Id;

+
'
'
'
'
'
'
'
0
+
'
'
'
'
'
'
'
0
'
0
+
'
'
'
'
'
0
'
0
'
'
'
'
'
'
'
0
'
'
'
'
'
+
'
'
0
'
0
'
'
'
'
'
'
'
'
0
'
'
'
'
'
'
'
'
0
'
0
'
'
+
'
'
'
'
'
0
'
'
'
'
'
'
'
'
0
'
0
'
'
'
'
+
'
0
'
0
'
'
'

stu_Name updatetime

0975730800 nptul23@mail.nptu.edu. tw 2019-05-01 23:09:02 |

NULL cindy2@e@mail.nptu.edu.tw 2019-05-01 23:09:15
0978654334 abc123@mail.nptu.edu.tw 2019-05-01 23:09:24 |

NULL MULL NULL NULL

4+ ———— + — +

-
|

+
|
|
|
|
+

4 rows in set (0.00 sec)
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MySQLé\: e

73— B % 5 Userinfosgip & 150 ™ MySQL4e % o #2018 * o
create table Userinfo (

user SN int(10) not null auto_increment,

user_ID varchar(20) not null,

user_PW varbinary(255),

user_Name varchar(20) not null,

time timestamp not null default current_timestamp,

primary key(user SN),

unique key (user_ID));

MariaDB [securitytest]= describe Userinfo;

NULL
NULL
NULL
NULL
CURRENT_TIMESTAMP

varchar({2e)
varbinary(255)
varchar({2e)
timestamp

f—————+ — 4

—————+ —

rows in set (0.00 sec)




B 4 % -Encode()-1

encode(' % 75", & 4%')

AFTH A LFRE FTRAY o 4T

1. insert into Userinfo(user_ID,user PW,user_Name)
values(‘abc123’,'qwe456',' % #. &),

2. Insert into Userinfo(user _ID,user_PW,user_Name)
values('def654','qcv54w','+5 1 ++');

MariaDB [securitytest]> select * from Userinfo;
e +--=-=-=-- +--=-=-=-- e e e +
| user SN | user _ID | user PW | user Name | time
+--------- +--------- +--------- R e e +

| 1 | abc123 | quwedase | ARG | 2019-65-81 23:30:17 |

2 | def654 | qecvsaw | BFEM | 2019-65-01 23:30:41 |
$ommmm == Fommmm - Fommmm - i e +
2 rows in set (0.00 sec)

25



B 4 % -Encode()-2

* I * update ;% #-user_ PWi * encode()*x % °
update Userinfo set user PW=encode('qwe456','test1') where user SN=1;
update Userinfo set user PW=encode('red4v63','testl’) where user SN=2;

MariaDB [securitytest]> select * from Userinfo;

e et +--------- e B +
| user_SN | user_ID | user_PW | user_Name | time

e et +--------- e B +

1 | abc123 | ee~.Gb | BA&® | 2019-05-01 23:30:17 |
| 2 | def654 | tqgq>4le | IEPEHK | 2019-05-01 23:30:41 |
e e e e e +
2 rows in set (0.00 sec)

« FI*insertz ;= 73 user_PWFF & * encode()*r & o
Insert into Userinfo(user_ID,user PW,user_Name) values
('tgh963da’,encode('rtg964da’,'test1"),' # = #");

MariaDB [securitytest]> select * from Userinfo;

e Fommmmmm o e e B e +

| user_SN | user_ID | user_PW | user_Name | time |

e Fommmmmm o e e B e +
1 | abc123 | ee~.Gb | A& | 2019-85-01 23:30:17 |

3 | tgh963da | tee>-e-e

2 | def654 | tqg>41e | IEMRH | 2019-85-01 23:30:41 |
| EWE

| 2019-85-81 23:34:37 |
Fo-mmmmmm- R oo e e e i +
3 rows in set (0.00 sec)

26



B 4 2 -Decode()

i@ * decode™ jx #-4c RiF (S NBIEIED o
decode(f = + i, £ 4%')
select * , decode(user_PW,'testl") as decode from Userinfo;

MariaDB [securitytest]= select * , decode(user PW,'testl') as decode from Userinfo;

1 | abc123 | ee~.Gb B 7% | 2019-05-01 23:30:17 || qwe456

2 | def654 | tqgq=41e R | 2019-85-81 23:30:41 | red4v63 |
3 | tgh963da | tee>-e~e 5] e | 2019-05-01 23:34:37 | rtg964da |

3 rows in set (0.01 sec)

27



e 4t 2-AES_ ENCRYPT()

aes_encrypt(‘% 5’ &4 )

1 * insert A>T T AL £ pFR-RAE & * aes_encrypt()4e B o

1. insertinto Userinfo(user_ID,user PW,user_Name)
values(‘'wec5413',aes_encrypt('okg9621','test2'), +k* #J);

2. insert into Userinfo(user_ID,user_PW,user Name)
values('ked963',aes_encrypt(lkm85daw61','test2’),' 5 ¥ &");

MariaDB [securitytest]> select * from Userinfo;

| user_Name | time
------------------ e e S e
abc123 pon . | B | 2019-05-01 23:30:17 |
def654 14 REIET | 2019-05-01 23:30:41 |
| 2019-05-01 23:34:37 |

tgh963da | ﬁ%éﬂﬁ%

wec5413 wf«}u»wu[ﬁpc | TR = | 2019-05-01 23:41:29 |
ked963 oW1 Z[f] Jo[lfe7e | EEFE | 2019-05-01 23:41:44 |
s e R R e s R e +
5 rows in set (0.00 sec)




e 4t ®2-AES DECRYPT()

aes_decrypt(# i=-,' £ 4&"

#-user PWi¢ * aes decrypt()® &4 A test2cnp gz o

select * , aes_decrypt(user_PW,'test2") as aes_decrypt from Userinfo where
user SN=4 OR user_SN=5;

[securitytest]> select * , aes decrypt(user PW,'test2') as aes decrypt from Userinfo where user SN=4 OR user SN=5;
$ommmmmm-- T e oo R Lt T T e +
| user SN | user ID | user PW user_Name | time aes_decrypt
i yp
$ommmmmm-- T e ommmmmmmm R LT T T e +

4 | wec5413 | w‘w}e}-—-«}w@[}lpc | 2019-85-01 23:41:29 | okg9621
5 | ked963 | ﬁlwlz }ou?o 1 | 2019-05-01 23:41:44 | 1km85daw61 |
$ommmmmm-- T e oo R Lt T T e +
2 rows in set (0.00 sec)
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e 4t ®2-DES ENCRYPT()

des_encrypt(‘% " &4 )

1 * insert AL T AL & pF - A5 @ * des_encrypt()4c % o

1. insertinto Userinfo(user_ID,user PW,user_Name)
values('96weq85',des_encrypt(‘63gwes84','test3’),' 2 * 4i&');

2. insert into Userinfo(user_ID,user_PW,user Name)
values('85fsw',des_encrypt('vbn3669','test3’), 5& ¥+ ');
[securitytest]> select * from Userinfo;

abc123 bo" B | 2019-85-01 23:30:17 |

def654 1¢ Fa R R | 2019-85-81 23:30:41 |
tgho63da 0>~ ) R | 2019-05-01 23:34:37 |

wec5413 M*fﬁr}ewwmpc Y | 2019-85-01 23:41:29 |
ked963 olw! Z[§ Jo[lfe7e | 2019-85-01 23:41:44 |

| 2019-05-01 23:45:28 |
| eezotoooe | SRl | 2019-05-01 23:45:37 |
Fommmmmmm - - Fommm e m e e e e m e — - I Fommm e m e e e e e m e - - +
rows in set (0.00 sec)
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e 4 ®2-DES DECRYPT()

des_decrypt(# i=-,' £ 4&")

#-user PWi¢ * des_decrypt()® H_% xtest2:n2 iz o

select * , des_decrypt(user PW,'test3") as des_decrypt from Userinfo
where user SN=6 OR user_SN=7,

MariaDB [securitytest]> select * , des_decrypt(user_PW,'test3') as des_deciypl Trom Userilnio wier2 user_SN=6 OR user_SN=7;
e F========= e Fr========== R B === ========= +

| user_SN | user_ID | user_PW | user_Name | time | des_decrypt |

e F========= R Fr========== R B === ========= +

| 6 | 96weq85 | _f{u}f‘a

yL 1;/¢R | FXE | 2019-65-81 23:45:28 | 63gwes84 |

| 7 | 85fsw | eezeteeee | i 0E | 2019-05-01 23:45:37 | vbn3669
Fomm - Fomm - - Frmm e - Frmmm e e - +
2 rows in set (0.00 sec)
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H w42 -MD5()

md5( % 75" )
FU* insert AL 4L £ pFA-R 8 @ * MD5()4r % o

Insert into Userinfo(user_ID,user_PW,user _Name)
values('cef86314' md5('ty9621w'),' % & 47":

Userinfo where user_ SN=8;

+-=--=-=-=-=== +---- === === - - - s m s s s s s s s - s - - ==
| user_ SN | user_ID | user_ PW

+--m———--- R i
8 | cef86314 | 47d923619176583b13ae7c92d37cf553

+
I

+
I

+

e Fmm - - B T T e
1 row in set (0.00 sec)

Bt 32 S Wb F gl i nREER o Ve U

count3  ¥F4e B fe R A AT T e o
select count(*) from Userinfo where user_SN=8 and
user PW=md5('ty9621w");

ariaDB [securitytest]= select count(*) from Userinfo where user SN=8 and user PW=md5('ty9621w');

| count(*) |

L row in set (90.00 sec)
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¥ % 4 % -PASSWORD()

password(' % 75 ")
FI# insert AL »s ok & pE - 28 i@ * PASSWORD()4e % -
Insert into Userinfo(user_ID,user_PW,user _Name)

MariaDB [securitytest]= select * from Userinfo where user_SN=9;

- @ counttt HAe R iSRS o ot Bk Ao T B o
select count(*) from Userinfo where user SN=9 and
user PW=password('qwdf234"),

MariaDB [securitytest]= select count(*) from Userinfo where user SN=2 and user PW=password('gwdf234');

1 row in set (0.00 sec)
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¥ % 4 %-ENCRYPT()

encrypt(' %/’ | & 4

FU* insert FA3 AL A PR & * ENCRYPT() 4 % -
Insert into Userinfo(user_ID,user_PW,user _Name)
values(‘'olm84k’,encrypt('yui8413','testencrypt),' &~ 5);

MariaDB [securitytest]= select * from Userinfo where user_SN=10;
$ommmmmm- e e e e e e +
| user SN | user ID | user_ PW user_Name | time

10 | olm84k | tenWCq/ayHJZc | £ s | 2019-085-01 23:58:16 |
e R e e Fomm e e e e e e e a e +
1 row in set (0.00 sec)
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¥ % 4 %-SHA() ~ SHAL()

sha(‘z#’" )orshal(‘%#’ )

SHA()&SHAL() > iz &~ fkef#7rd & g bl4x * SHA()*c % o
F1* insert > TRl & pE AR i % SHA() e % o

Insert into Userinfo(user_ID,user_ PW,user _Name)

ariaDB [securitytest]> select * from Userinfo where user_Sh

————————— e e et E e e s 5
| user SN | user _ID | user PW | user Name | time

————————— === ==mmmsf e s === ===================f===========dessmmm===============F

11 | 850sk9 | fe344d892d812fdcdb5a8488087a7a79aca%a280 | IREELE | 2019-05-01 23:59:53 |
————————— e T T e T T =

row in set (0.00 sec)

g rcountrtt Hoe Rfe R B SR AoT R o
select count(*) from Userinfo where user_SN=11 and
user PW=sha('854ewwe");

MariaDB [securitytest]> select count(*) from Userinfo where user SN=11 and user PW=sha('B54ewwe')};

1 row in set (0.00 sec)



