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SU —

BB (T & AL FT9 JR LF O~ superuser e
[boling@localhost ~]% su -

=i

dnf -y update

§ #7% = {4 i& T mariadb-serversz 4 o

dnf -y install mariadb-server

S FNITRHG TS LK o

:
-
A+
sy
en}

lddh server.xg8b
1lb5phlﬂALllent (86
mariadh-server—utils.AUE_
(86 64 2.2.11-3.Tc26
; 64 3.0.4-6.Tc26
jemalloc.x86 64 4.5.0-5.Tc2b6
mariadb. » 64 3:18.1.33-1.fc26

mariadb-errmsg.x86_64 3:10.1.33-1.fc26
perl-DBD-MySQL.x86 64 4.843-1.fc26
perl-DBI.x86 64 1.636-4.Tc26
perl-Math-BigInt.noarch 1.99f8.11-1.fc26
perl-Math-Complex.noarch 1.59-397.1Tc26
perl-5torable.x86 64 1:2.56-368.fTc26

r |

"'E



MySQL % % &7 3% z_

BRI (s F P 2 g g NG gt ag > Fet i rmyenfy 2165
13 2T 0 de T B AT o

vi /etc/my.cnf.d/mariadb-server.cnf
&~ S dBis 12 Shifte+21(4 7 H0F 2117) » Hiie » SodBH050 402107 iy
character-set-server=utf8 - gﬁj %o fS FESCkE K iR o T ¥ 3 Shift+:+wq

CEEL LR

[mysqld]
datadir=/var/lib/mysql
socket=/var/lib/mysql/mysql.sock

log-error=/var/log/mariadb/mariadb.log
pid-file=/run/mariadb/mariadb.pid
character-set-server=utré




MySQL =% 5 ¥ 3% 7

2 2% T IRB R A 1S > B Fomariadb
systemctl start mariadb
2 mariadb & =t B 818 TP p B ETds o
systemctl enable mariadb
FEzamariadbE_7F 3 & ¥ Fods 22 1E 1F o
systemctl status mariadb
B0 ¥ EIEwT ¢ IR AcB ¢ Active: active(running)

[root@localhost ~]# systemctl start mariadb
[root@localhost ~ temctl enable mariadb
C ated symlink /e systemd/system/multi-user.target.wants/mariadb.service - fusr/lib/systemd/system/mariadb.se

Temct &
» mariadb MariaDB 10.1 da
Loade 10aded (/usr/Llil md/ s m/mariadb.servi enabled; wvendor pres
Active: active (running) since Fri 2019-81-25 15:59:39 CST; 1min 4s ago
Main PID: 14003 (mysqld)
Status: Taklng your
CGroup: /
--basedir=/usr

1H 25 15:59:33 localhost.localdomain mysql-prepare-db-dir[13846]: 2019-01-25 1
18 25 15:59: localhost.localdomain mysql-prepare-db-dir : ¢ 2019-01-25 1
1H 25 15:59: localhost.localdomain mysql-pr ir : PLEASE REMEM
18 25 15:59: localhost.localdomain -p re-c g : To do so, st
1H 25 15:59: localhost. localdomain =K re-d - : 'fusrfbin!my
15 25 15:59: localhost.localdomain -p re-d g 3]: 'Jusr/bin/my
25 15:59: localhost.localdomain -p re-db-dir[13846]: Alternativel
25 15:59: localhost. d i 1d[14003]: 2819-01-25 15:59:39 13988
15:59: localhost.localdomain 1d[14003]: 2019-01-25 15:59:39 139
15:59: localhost.localdomain systemd[1]: Started MariaDB 10.1 database




MySQL =% #2873k 7

» @ Mysql< 24238 § Flet g7 %
mysql_secure_installation

ﬂ}

T—:')I{

n%g

Enter current password for root (enter for none):
1% — =K Tfzenterr v o
Set root password?[Y/n]. Y

[root@localhost ~]# mysql _secure_installation

P S
// "E,q‘\?' ‘:\:/{ ’LrOOt % /E% ° NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

NeW password In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
N . r you haven't set the root password yet, the password will be blank,
> A = > so you should just press enter here.
[ ~ B3k REPATRAG o “ Just ¢
Enter current password for root (enter for none):
ERROR 1045 (28000): Access denied for user 'root'@'localhost' (using password: Y

Re-enter new password: ES)

Enter current password for root (enter for none):
I3 :’xﬁi%] ~ %'Jﬁa']ﬁi;f] » ERTREG

0K, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] Y
New password:

Re-enter new password:
Password updated successfully!




MySQL % % £ 3% %

Remove anonymous users? [Y/n] Y

13 ",f et e oo

Disallow root login remotely? [Y/n] Y

I%d BFroot:g =8 & » o

Remove test database and access to it? [Y/n] n
ﬁ%%%?ﬂ%o

Reload privilege tables now? [Y/n] Y

Remowve nonymous users? [Y/n] y
_é \)'), \“ )\ ”4'7’\ ~ ':' -_-"' r / X K ?I e N "=
ﬂ':T N ZQ m N Normally, root should only b allowed to connect from 'localhost'. This
h N er es that someone cannot s at the root p vword from the network.

[¥Y/n] ¥

PN \ D 4, 2 - - !
-V TR 4
7o - = / A = ‘—:’ \”—" / =T au MariaDB comes with a database named 'test' that anyone can

This is also intended only fTor testing, and should be removed
moving into a production environment.
A3

‘z‘.,- %&_ t’ ﬁ’jv‘ :;_: %.\' I" ’:& 'f_’ ]_Jj\; I—é R%rln(.)';e test database and acce it? [Y/n] n

(A Y skipping.

.

Reloading the privilege tables will ensure that all changes made so far
Wwill take effect immediately.

Reload rivilege tables now? [Y/nl ¥
Soo B s

Cleaning up...

ALLT done! If you'we completed all of the abowve s MariaDB
installation should now be s e.

Brhanks + ing MariaDB!



N A V4 »
E\ 7}‘ ' /Jl‘\ \‘z" ‘-‘ E 14 )\

mysql -u root —p

[l-ufe 7m0 % 8~ orootit & @& * F LA -pE T RAR DS Hho S
AR BB DT UE Ropiidkenteri- g BT - R LR H 4§
Ao TG R ARk o

[boling@localhost ~]% mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 3

Server version: 10.1.33-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.




=2 E o R -1

PR ARTEEAGRY > FIPLAPRELE - BEAE o

create database securitytest;

[[773 — i % v securitytest (H3 L & o
show databases;

IBE 973 BAHEFT I > mRFHRE -

MariaDB [(none)]> create database securitytest;
Query OK, 1 row affected (0.00 sec)

MariaDB [(none)]> show databases;

information schema |

mysql |
| performance schema |

securitytest

rows in set (0.00 sec)




FE 2RO -2

use securitytest;

[/1¢& * securitytest
,&}iﬂx (o m:}ﬂ 2 FK EiE B ERENGT - His 2 g5 3] 0 d Database
changed it % ¢ 5 = # 3p Lpsecurltytest"“ql«'f BT s 07

MariaDB [(none)]> use securitytest;

Database changed
MariaDB [securitytest]> ||




i+ = F 4L 4 (CREATE TABLES)

/li¢ * securitytest THLE (T & 4 sed 2 gt 5 ¢ ) o
use securitytest;
e 2 F AT 2R E§ ¢ 7F & el =3 fs o
create table studata(
stu_Id varchar(5) not null default '00000',
stu_Name varchar(20) not null default ",
stu_Sex varchar(2) default 'M’, pending table infornation for conpletion of table and colum nanes
stu_Tel varchar(10), patabase changed
11[11DB [securitytest]> create table studatal

ou can turn off this feature to get a quicker startup with -A
StU_M&i' Varchar(SO) default 'unknow’, - stu_Id varchar(5) not null default '08060',

-> stu | ' Name varchar(20) not null default '

. -> stu Sex \ Ehil{ ) default 'M',
primary key(stu_Id)); > stu Tel varch:
— -> stu Mail varchar(50) default 'unknow',
> primary key(stu Id));
luery 0K, 0 rows affected (0.04 sec)




t& A F % (DESCRIBE TABLES)

show tables;

IFEzuired 2 et & 2 3 = 7 o
describe studata;

1% 77 B k|72 = dhstudata 3okt £ X f; o

MariaDB [securitytest]= show tables;

hellolinux
studata

rows in set (0.00 sec)

MariaDB [securitytest]> describe studata,

stu Id | varchar(5)
stu Name | varchar(20)
stu Sex | wvarchar(2)
stu Tel | wvarchar(10)
| wvarchar(50) unknow

stu Mail

rows in set (0.00 sec)

10



p|% 7 # % (DROP TABLES)

v

05T %M"f TR A g E o T ViR E i = - B LG hellolinuxeh g £ o
create table hellolinux(user_ID int not null default '000");

MariaDB [securitytest]> create table hellolinux(
-> yser ID int not null default '0@0');

Query 0K, 0 rows affected (0.04 sec)

& kAP * drop tablesiE i A 1'% L4 e (F o

drop tables hellolinux; MariaDB [securitytest]> drop tables hellolinux;
. o Query 0K, © rows affected (0.05 sec)
[[#] ",f hellolinuxsH3 4L £ o

MariaDB [securitytest]> show tables;

show tables:;

> >z F )
//Fifz,uﬂ—\@ ™~ Fh o Userinfo
stu score
studata

rows in set (0.00 sec

11




s

e

#7H 7 (INSERT)

A= £ R 2 ostudata ot & oo

Insert into studata values
(1,'Jack’,'M','0975730800','nptul23@mail.nptu.edu.tw’),
(2,'Cindy','F',null,'cindy900@mail.nptu.edu.tw'),
(3,'David',default,0978654334,'abc123@mail.nptu.edu.tw’);

MariaDB [securitytest]> insert into studata values
-> (1,'Jack",'M",'0975730800", 'nptul23@mail.nptu.edu.tw'),
-> (2,'Cindy","F',null, 'cindy900@mail.nptu.edu.tw'),

-> (3, 'David',default, 0978654334, 'abc123@mail.nptu.edu.tw');
Query 0K, 3 rows affected (0.00 sec)
Records: 3 Duplicates: @ Warnings: 0

12



% o 7 F(SELECT)

select * from studata;

//% 7 distudata o & ¢ o1 TR o

MariaDB [securitytest]> select * from studata;

Focmma- TR Fommaee Fomme e e T T +

| stu Id | stu Name | stu Sex | stu Tel | stu Mail

Focmma- TR Fommaee Fomme e e T T +
| Jack M | 0975730800 | nptul23@mail.nptu.edu.tw

| Cindy F | NULL | cindy900@mail.nptu.edu.tw |

| David M | 978654334 | abcl23@mail.nptu.edu.tw |
fommm L R TR T -
3 rows in set (0.00 sec]

d P RIF v Fl G Asae Ak Lstudata FR & B B stu_Sexty K § IR K
BEM > AT fB i * R B AT Y E%%f‘v?insert‘g?#:ir‘ ﬁi%] ~ default » 4% =
Lo F BFY- L&5% = I astu_Telz 2 £ > 7 3 Rvinsertps iz
FORF R HAIEL() g R TR IAGETHFNZETA A - K2 F o
SEILHE FOL R o T g R s g e TR LD

PP (&

N

2

%

fi

)

N

13



';, o L (UPDATE)

3 exstudata gt & ¢ costu_Tel #f =358 > stu_ld# ==& 5 3pFFstu_Tel=
0978654334 -
update studata
set stu_Tel ='0978654334" where stu_1d=3;

select * from studata;
FE 2 F 3 = 7 g srenFfd o

MariaDB [securitytest]b update studata

-> set stu Tel ='0978654334' where stu Id=3;
Query 0K, 1 row affected (0.00 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [securitytest]> select * from studata;
fommemm- $ommemmm - trmmmmm—n- $rmmmmm e fommeemeemeeeme e +

| stu Id | stu Name | stu Sex | stu Tel | stu Mail
e T fmmm e - +
|

| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw |
| Cindy | NULL | cindy906@mail.nptu.edu.tw |
| David | 0978654334 | abcl23@mail.nptu.edu.tw

3 rows in set (0.00 sec)

14



H Lz zstuscoreF A A FATH T L FALIFE BT R o
Stepl. create table stu_score(
stu_Id varchar(5) not null default '00000',

english int, pe Null | Key | Default | Extra |
math int’ english Ia‘rc{llll?r#“” NﬂTPRIJ{ﬁS{EEGJr ------- JIF
chinese int, chinese | int(11) g |
primary key(stu_1d)): 4 rows in set (0.00 sec
Step2. insert into stu_score values

(1,65,70,55), T : T

(2,94,49,74), | | |

(3,83,58,76), i i i

(4,65,92,46); rows in set (0.00 sec) |




# 2 F# (TRUNCATE)-2

select * from stu_score;
1% 7 T 2 eh gt o
truncate table stu_score;

///)3 = ?\Tfi%\ v E'ﬁ’—”'“r”ﬁ Pﬁﬁi o
select * from stu_score;
//ﬁ;fs’\'} A_F e AR /’F‘K,/f °

MariaDB [securitytest]> select * from stu score;

stu Id | english | math | chinese |

rows in set (0.01 sec)

MariaDB [securitytest]> truncate table stu score;
Query 0K, 0 rows affected (0.04 sec)

MariaDB [securitytest]> select * from stu score;
Empty set (0.01 sec)

16



7l $# A (ORDER BY)

select * from studata order by stu_Name desc;
//[stu_Name d ASCIIE it~ 3] #F o
select * from studata order by stu_Name asc;
//[stu_Name ¢ ASCIIE ] 3] = £ F o

MariaDB [securitytest]>= select * from studata order by stu Name desc;

| M | 8975730800 | nptul23@mail.nptu.edu.tw
| David | ™ | ©978654334 | abcl23@mail.nptu.edu.tw
| Cindy cindy90@@mail.nptu.edu.tw |
3 rows in set (0.00 sec)

MariaDB [securitytest]> select * from studata order by stu Name asc;

| Cindy | NULL | cindy960@mail.nptu.edu.tw |
| David | ©978654334 | abcl23@mail.nptu.edu.tw |
| 8975730800 | nptul23@mail.nptu.edu.tw |

3 rows in set (0.00 sec)

17



POl & ATH R

alter table studata add column updatetime timestamp default

current_timestamp on update current_timestamp;
[I773 updatetime # = 1% 5 & & T AL { ATHFR o

MariaDB [securitytest]> alter table studata add column updatetine timestamp default current timest
amp on update current timestamp;

Query 0K, 0 rows affected (0.05 sec)
Records: 0 Duplicates: 8 Warnings:

select * from studata;
IFEzE_F & # Arsfupdatetime # = > 2 5 FHL

MariaDB [securitytest]> select * from studata;

R Frmmmmeee s R Frmmm e R T oo +

| stu Id | stu Name | stu Sex | stu Tel | stu Mail | updatetime

R Fommmm s Fommmm e Frmm e Fom e e +
| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30 16:10:39 |

|

| | Cindy | F | NULL | cindy900@mail.nptu.edu.tw | 2019-01-30 16:10:39 |
| | David | M | 0978654334 | abcl23@mail.nptu.edu.tw | 2019-01-30 16:10:39 |
- Fommmmmmm s  EEEEEEE LT R e L 1
3 rows in set (0.00 sec)




?/\ @ \Ej-"l gi_

2T T g L RTHE scored iR oo
alter table studata add column score int;
/1773 4§ ~score>*studata AL 4 # o
updata studata set score=46 where stu_ld=1;
[IFT3H T F 215 ¢ o

updata studata set score=94 where stu_ld=2;
[IFTH FTALF 225 ¢ o

updata studata set score=81 where stu_Ild=3;

Y

Y »
// f"fr = ‘]'\,— v/\\ /"' 3 o] MariaDB [securitytest]> update studata set score=46 where stu_Id=1;
F\ Query 0K, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0
MariaDB [securitytest]> update studata set score=94 where stu Id=2
Query 0K, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [securitytest]> update studata set score=81 where stu Id=3
Query 0K, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [ae[urlt;teat] select * from studata;

+
3 rows in set (0.00 sec]




/:ga?/\ @ \Ej-"l gi_

select [#x ¢ * ehn#ic( 54 1 )] as [ 1 o = &4 from [T & 4]
select count(*) as '3 #c',

max(score) as '#x § 4 Hc

min(score) as '# i« & #c,

avg(score) as '-T 35 4 #Hc',

sum(score) as '3 4 ' from studata;
*count-->3t 5 FALECE > max-->EAF S FE AL B S B o min->3E i mF ok A )
B avg-->f R T e E o sum-->1F ‘PX B i e o

MariaDB [HE‘[IIIlt_y'tE‘Ht] select count(*) as 'Z& ',
-> max(score) as T &
-= min(score) as '

> sum(score) as

1 row in set (0.01 sec)

20
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& E o 7ok &

Stepl. & = stu_score it & 1T A (s §or goig * o

create table stu_score(
stu_Id varchar(5) not null default '00000',
english int,

math int, varchar(5)
english | int(11) | NULL
chinese int, math int(11) | NULL

int(11)

primary key(stu_Id));

Step2. 73 7 ¥ 73 1 stu_score ©

Insert into stu_score values
(1,65,70,55),
(2,94,49,74),
(3,83,58,76),
(4,65,92,46);

4 rows in set (0.00 sec)




AR R B

-

select * from 3L £ 1, L £ 2;

select * from studata,stu_score;
IlTe p &g or 41 1 B 4 (studata ~ stu_score) s g 4L » B om TR pF ek g
F‘ F‘ '}"Z\lma Fl '*E‘\'f’z\ZrﬂbM *«}‘,o

MariaDB [securitytest]> select * from studata,stu score;

¢ | 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30 16:
Cindy NULL | cindy906@mail.nptu.edu.tw | 2019-01-30 16:
David 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30 16:

0975730800

(s}
(=]

00 W f

(o)

O

|
ck | nptul23@mail.nptu.edu.tw | 2019-01-30 16:
Cindy NULL | cindy906@mail.nptu.edu.tw | 2019-01-30 16:
David 0978654334 | abcl23@mail.nptu.edu.tw 2019-01-30 16:
¢ 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30 16:

|

|

|

P P2

00 W f
D DD o o 2

O

o}

Ciﬂdy NULL cindy900@mail.nptu.edu.tw | 2019-01-30 16:
' 09786543 abcl23@mail.nptu. edu. tw 2019-01-30 16:
09757308 nptul23@mail.nptu.edu.tw | 2019-01-30 16:

(s}

00 W f
[==] ==l ==Jl= i =]

(o)

O

34
300
NULL | cindy900@mail.nptu.edu.tw | 2019-01-30 16:
0978654334 | abcl23@mail.nptu.edu.tw | 2019-01-30 16:

o}
[T=1aF %
=N

(s ]

(o)
AL e U0 LA e U0 LA e UL
Ll et L ) e L L) et N L e N
o] L) e = ) e e ) el Y
(=T R e R R et Mt [ |

M PO PO

[ LN B I, B WU R PR W R =S =S =

— =
(=1 =]

12 rows in set (0.00 sec)
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H3 e H (Equi-Join)

select * from 734 % 1, F L % 2 where i%
select * from studata,stu_score where studata.stu_ld:stu_score.stu_ld;

n

| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw | 2019-01-30 16:24:
| Cindy | F | NULL | cindy908@nail.nptu.edu.tw | 2019-61-36 16:25:
| David | M | 0978634334 \ abcl23@mail.nptu.edu.tw | 2019-61-30 16:25:

|
|
|
+

rows in set (0.0 sec)

23




select * from 7 5L % 1 left outer join 73k £ 2 on T & 1.[# = ]=F 4L % 2.[# =],
select * from studata left outer join stu_score on studata.stu_ld=stu_score.stu_Id;

o L thIM A B

select * from 33 % 1right join F L & 2 on 3ok & LW i=]=5 4L % 2.[# =];
select * from studata right join stu_score on studata.stu_ld:stu_score.stu_ld;

| Jack | M | 0975730800 | nptul23@mail.nptu.edu.tw | 2019-61-30 16:2

| Cindy | F | NULL | cindy906@mail.nptu.edu.tw | 2019-01-30 16:2
| David | M | 0978634334 \ abc123@mail.nptu.edu.tw | 2019-01-30 16:2

rows in set (0.00 sec)

24



Mysqgl/MariaDB 4« % % 3 #c

Bl P keyse Sy FKeyfRw P Y o G

SSL ~ SSH -

_%fl’é':}f:);‘;%to%lﬂb *‘Zog%é—r/é—_?:;["

B A4 R > 4e mdS §rsha -

El

25



o 4o

ENCODE(str, pass_str), DECODE(crpty_str, pass_str)

s H pass_str B2 key & -

n SMEREERBLERS : EFEEXREU _Eflcrpty_str)—
EEL BLOB - RIAENE _#HlF &5

AES ENCRYPT(str,key_str),

AES DECRYPT(crypt_str,key str)

DES_ENCRYPT(), DES_DECRYPTY()

26



MySQL 4c

73— B % 5 Userinfosgip & 150 ™ MySQL4e % o #2018 * o
create table Userinfo (

user SN int(10) not null auto_increment,

user_ID varchar(20) not null,

user PW varbinary(255),

user_Name varchar(20) not null,

time timestamp not null default current_timestamp,

primary key(user SN),

unique key (user_ID));

+

________________ +
Extra |
________________ e
auto increment |

| Field
e
user SN
user ID
user PW
user Name

int(10)
varchar(20)
varbinary(255)
varchar(2@)
timestamp

—_—— — +
—_—— — +
—_—— — +

+
‘
‘
‘
‘
o ———— — +

5 rows in set (0.00 sec) 27




B 4 2-Encode()-1

encode(' % 75", £ 4&')
RFTH A S TR TRAY > o TH

1.

Insert into Userinfo(user_ID,user PW,user_Name)
values(‘abc123’,'qwe456',' % #. &),

insert into Userinfo(user_ID,user PW,user_Name)
values('def654','qcv54w','+5 1 ++');

T ocmmmme e Focmmmmma e e -
| user SN | user ID | user PW | user Name | time

Hommmmmm - oemmmmmm - ommmmmmm- Fommmm e e +
| 1 | abcl23 | qwed56 | BE&KfE | 2019-01-31 15:47:55 |

| 2 | red4v63 | qty8x9 | M4 | 2019-01-31 15:50:10 |
toemmemmn- formmmmen- $ormmmmen- foemmmmennn- foemmmmemeem e an +
2 rows in set (0.00 sec)

28



B 4 2-Encode()-2

* JiI* update ;% #-user_PW i * encode()+x % o
update Userinfo set user PW=encode('qwe456','test1') where user SN=1;
update Userinfo set user PW=encode('red4v63','testl’) where user SN=2;

- - - - - e - +

| user SN | user ID | user PW | user Name | time

R R R R e +
1 | abcl23 | &&~.Gb | B | 2019-01-31 15:47:55 |
2 | red4v63 | tgg=416 = IR | 2019-01-31 15:50:10 |

2 rows in set (0.00 sec)

ERROR: No query specified

« FI*insert™ ;= Zr3 user_PWp=i¢ * encode()*r % ©
Insert into Userinfo(user_ID,user PW,user_Name) values
('tgh963da’,encode('rtg964da’,'test1"),' # = #");

MariaDB [securitytest]> select * from Userinfo;
- - - - - e R o e - - B +
| user SN | user ID | user PW | user Name | time

e R +- - -

| abcl23 | &&~.Gb B 7= 1 | 2019-81-31 15:47:55 |

| redd4ve3 | tgg=41& 1= | 2019-81-31 15:50:10 |
| tgh963da | té&>—6-8 = F | 2019-01-31 16:06:41 |
T Tomm Toim e o e L

3 rows in set (0.00 sec)




g 4 % -Decode()

i * decode™ & #-4c RiF 1S TRIGIE R o
decode(tf = + i, £ 4%')
select * , decode(user_PW,'testl") as decode from Userinfo;

MariaDB [securitytest]> select * , decode(user PW,'testl') as decode from Userinfo;
R TR R TR e e T e -

| user SN | user ID | user PW | user Name | time | decode |
doemmmee fommmmnna R fommmem e

1 | abcl23 | &&".Gb | BAf® | 2019-81-31 15:47:55 | qwed56
| reddv63 | tqg>dle | B | 2019-01-31 15:50:10 | redd4v63 |
| tgh963da | teE>~b- | 2019-01-31 16:06:41 | rtg964da |
fommm fommm e frmmm e fommm e LT fomm e +
3 rows in set (0.00 sec)

30



B4t ®2-AES _ ENCRYPT()

aes_encrypt(‘% B’ &4 )

1 * insert A>T T AL & pF -G & *+ aes_encrypt()4c B o

1. insertinto Userinfo(user_ID,user PW,user Name)
values(‘'wec5413',aes_encrypt('okg9621','test2'),'+k* #J);

2. insert into Userinfo(user_ID,user PW,user_Name)

values('ked963',aes_encrypt(lkm85daw61’,'test?2’),' 5 ¥ &");

 RREEEEEEE  RREEEEEE Fromemereeaaae  RREEEEEEEES R L EEERTT TS +
| user SN | user ID | user PW | user Name | time

wec413 | Y 6~6fBbeaopc | #X%X | 2019-01-31 16:18:07 |

ed%63 | GLw!Z[9 J4ER6TE | 2019-61-31 16:26:47 |

2 rows in set (0.00 sec)
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B4t ®2-AES DECRYPT()

aes_decrypt(# i=-,' £ 4&"

#-user PWi¢ * aes decrypt()® &4 A test2cnpigiz o

select * , aes_decrypt(user_PW,'test2") as aes_decrypt from Userinfo where
user SN=4 OR user_SN=5;

Frooennnns roeeannns Frooeenneneeans Froeeenanns R EEEEEEEPPPEEEE LRREEE ---4
| user SN | user ID | user PW | user Name | time | aes decrypt |
Froeenanes Froeennnes Froceannnnaeaaans Froreaananns Froreenneraaanneny fresaneneens -

4| wecSd13 | ﬂﬁYﬁ}Mﬁr}ﬁOp{: AXE | 2019-01-31 16:18:07 | okg962l |

5 | ked%63 | mw!z -}r.H]?t] SER | 2019-01-31 16:26:47 | kn6dawél |
boreonnnns booeenenns foreerennanananane. foreeannnns boesrrsnsnninniinnaes foreoesennnnn. 4
2 rows in set (0.00 sec)
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o4t ®2-DES_ ENCRYPT()

des_encrypt(‘%#’ &4 )
F1* insert 3okt Tkl & pFR-R 28 @ * des_encrypt()4r & o
1. insertinto Userinfo(user_ID,user PW,user Name)

values('96weq85',des_encrypt('63gwes84','test3’),'2 =

2. insert into Userinfo(user_ID,user PW,user_Name)

values('85fsw',des_encrypt('vbn3669','test3’), 5k ¥+ ');

fommmens fommmnns frrrmmm e forrmneeanns fomrmre e +
| user SN | user ID | user PW | user Name | time

A&');
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B4t ®-DES DECRYPT()

des_decrypt(## -,' £ 44"
#-user PWi¢ * des_decrypt()® #_% test2en2 B iz o
select * , des_decrypt(user PW,'test3') as des_decrypt from Userinfo

where user SN=6 OR user_SN=7,;

| user SN | user ID \ user PW | user Name | time | des decrypt |
frmemeeas R R frmemmenaas LT T PP S EEEE TR +

| 96weq8 \ GLi660

| E,ﬂ% | 2619-61-31 16:49:56 | 63gwesB4 |
7 | g5fsw | Gztoee | EEY | 2019-61-31 16:51:10 | vbn3669
fessssssaassanaansas faascasacana fessssssanssasaansansa esssassaannas 4

2 rows in set (0.00 sec)

M e ER 0 e POOEOOE0C
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H w 4¢ C,%,-MDE)()

md5(| “%EE\;’ |)
FI#* insert 3ol 7ol & pF - A% % MD5()4e % -
Insert into Userinfo(user_ID,user_PW,user_Name)

values(’ cef86314 md5(ty9621w) BT,

o m - T T s Fomm - Fommm e +

| user SN | user ID | user PW | user Name | time
e - - - Fommmmmmm e e e o m s s s s e e e m oo +

| 8 | cef86314 | 47d923619176583b13ae7c92d37c¢f553 | A EH | 2019-01-31 17:16:44 |
- m e - . e domm e - e m e e —mm o — - +
1l row in set (0.00 sec)

b ATt 3z Ii:b-%f'é’ﬁ% » Flpt g E RAe DS R IE R R > T R

count2 +t F4e B w0 {8 RS a’é T e o
select count(*) from Userinfo where user_SN=8 and
user PW=md5('ty9621w");

MariaDB [securitytest]> select count(*) from Userinfo where user SN=8 and user PW=md5('ty9621w');

row in set (0.00 sec)
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¥ % 4 %-PASSWORD()

password(' % 75 ")

I # insert 3 AL T4l & pr - 4% % * PASSWORD()*r % ©
Insert into Userinfo(user_ID,user_PW,user_Name)
values(’ asd567 password(qwdf234), o ),

g | asd567 | *5D2E4A16670726F IEESSES345189BD9CT120A478 | HFE | 2019-01-31 17:28:24 |
------------------------------------------------------------- +++

- @ rcountitt e RIS R AE Aot HE Ao T B o

select count(*) from Userinfo where user SN=9 and

user PW=password('qwdf234"),

MariaDB [securitytest]> select count(*) from Userinfo where user SN=9 and user PW=password
('qwdf234");

1 row in set (0.00 sec)
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H % 4 %2-ENCRYPT()

encrypt("% 7", & 4%')

1 * insert T AL F AL & - & * ENCRYPT() 4 % -
Insert into Userinfo(user_ID,user_PW,user_Name)
values('olm84k’,encrypt(‘'yui8413','testencrypt’), = - TT');

1 row in 5et (0.00 5ec)
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¥ % 4 %-SHA() ~ SHAL()

sha(‘z#’" )orshal(‘%#’ )

SHA()&SHAL() > i# &~ fke#7r & g b4k * SHA()*c % o
FI* insert 3ot Tl & pFRE-R B @ * SHA() e % -

Insert into Userinfo(user_ID,user_PW,user_Name)
values('850sk9’ sha( 854evwve ), 7k B4k )

| user SN | user ID | user PW | user Name | time
Tt S T T oo oo +

| 11 | 8505k9 | fe344d892d812fdcdb5aB488087a7a7%ca%280 | RE & | 2019-01-31 17:59:13 |
foemmmnen- $rmmmemn- T LT T T TP Fremememnnn- N R T T T TR +

1 row in set (0.00 sec)

% counttt 4 RIS RG> o B S Ao T B o
select count(*) from Userinfo where user_SN=11 and
user_ PW=sha('854ewwe");

MariaDB [securitytest]> select count(*) from Userinfo where user_ SN=11 and user PW=sha('854ewwe');
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1l row in set (0.00 sec)




